NUH®OPMALIMOHHAS TIAMSITKA
TUISI OBYYATIOIINXCS 1J151 PASMEIIEHUS
HA O®PUINAJIBLHBIX THTEPHET-PECYPCAX

C KaXXIAbIM TOAOM MOJIOACKHN B MHTCPHCTC CTAHOBUTLCA 6OJII>IHC, a4 IIIKOJIbHUKH
OJHHN H3 CaMbIX aKTHBHBIX MOJIb30BaTeNCH PYHCTa. MC}KI[y TCM, ITIOMHMO
OTPOMHOI'0 KOJIMYCCTBA BOSMO)KHOCTeﬁ, HHTCPHCT HCCET U HpO6HeMBI. OTta
IHaMsATKa JOJIXKHA IIOMOYb TeOe Oe301acHo HaXOIHUTLCA B CCTH.

KommbrotepHbsie BUPYChI

KomnpioTepHblii BUpPYC - 3TO pPa3HOBUJHOCTb KOMIIBIOTEPHBIX IPOIPAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBIISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOT'YT MOBPEIUTH WM MOJHOCTHIO YHUYTOXHUTh
Bce (haiiyibl U JaHHBIC, TOJKOHTPOJIbHBIE TIOJB30BATENI0, OT UMEHU KOTOPOTOo Obliia
3alylnieHa 3apaKeHHasi Mporpamma, a TaKXKe MOBPEIUTh WM AK€ YHUYTOXKHUTH
ONEpPAllMOHHYI0 CHCTEMY CO BceMHU (aiijiamu B LeJIOM. B OOJBIIMHCTBE CilydaeB
pacupoCTPaHsIOTCS BUPYChI UEPE3 UHTEPHET.

MGTOI[BI 3allIUTBI OT BPCAOHOCHLIX IIPOIrpaMM:

1. Ucnonb3yldi COBpPEMEHHBIE OIEPAIMOHHBIE CUCTEMBI, UMEIOIIUE CEPHE3HBIN
YPOBEHb 3aIIUThI OT BPEIOHOCHBIX IIPOIPaMM;

2. lloctosHHO ycTaHaBinuBai@ madyTu (UMQPPOBBIE  3aIUIATKH, KOTOPbIE
ABTOMATUYECKH YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMmbl) U ApPyTHe
OOHOBJICHHSI CBOEH omepalMoHHOW cuctembl. CkauuMBaili UX TOJBKO C
opummanbHoro  caira paszpadorunka OC. Ecaum cylectByeT  pekum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PabGoraii Ha cBoeM KOMIIBIOTEpPE TOJ TMpaBamMH TOJIb30OBATENsI, a He
aIMUHHUCTpATOpa. ODTO HE IMO3BOJUT OOJBUIMHCTBY BPEAOHOCHBIX MPOrpaMm
WHCTAJNIMPOBATHCS HA TBOEM MEPCOHATILHOM KOMIIBIOTEPE;

4. Hcmonp3yil  aHTUBHPYCHBIE  IPOTPAMMHBIC  MPOAYKTHI  HM3BECTHBIX
IIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBIICHHEM 0a3;

5. Orpannub (pU3NYECKUN JOCTYI K KOMIBIOTEPY ISl IOCTOPOHHUX JIULL;

6. Ucnonp3yil BHENTHUE HOCUTENW WH(MOpMAINH, Takue Kak (Jelika, AUCK WIH
(aiin u3 uHTEpHETA, TOJIBKO U3 TPOBEPEHHBIX UCTOYHUKOB;

7. He oTKpbIBaii KOMIIBIOTEpHbIE (aiiibl, TOJYYEHHbIE W3 HEHAJACKHbIX
UCTOYHUKOB. Jlaxke Te (ailybl, KOTOpbIE MpUciail TBOM 3HAKOMBIH. Jlyunie yrounu
y HETo, OTIPABJISUI JIU OH TeOe uX.

Cern WI-FI

Wi-Fi - 3T0 He BWA mepefaud JaHHBIX, HE TEXHOJIOTHs, a BCErO JIMIINb OPCHI,
mapka. Eme B 1991 rony HuaepiiaHjckass KOMIAHUSI 3apervucTpupoBaja OpeH.



"WECA", urto o6o3navasio cioBocoueranne "Wireless Fidelity", xkotopsrii
NEePEeBOUTCS Kak "0ecripoBOHAS TOUHOCTD'.

Jlo Hamero BpeMeHM JAolia Apyras a00peBuaTypa, KOTopas SBJISIETCS TaKOW Ke
TexHoJoruen. Ito adbopeuatypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHJIapT BbIcHield 3ByKoBoW TexHuku Hi-Fi, 4ro B mepeBoje o3Haudaer
"BBICOKAsi TOYHOCTB .

Jla, OecruiaTHBIA HWHTEPHET-IOCTYI B Kade, OTeIsIX W a’dporopTax SBISETCS
OTJIMYHOW BO3MOKHOCTBIO BBIXOJIa B MHTEpHET. HO MHOTHE 3KCIepThl CUUTAIOT,
yTo obmenoctymubie Wi-Fi ceTu He sBistoTCs 6€301acHBIMHU.

CoBeTsblI 10 0€30MaCHOCTH PadOTHI B 00MIEOCTYMHBIX ceTsx Wi-fi:

1. He nepenaBaii cBoro imuHyto nHpopMmaruio yepes odmenoctynasie Wi-Fi cern.
Paborass B HUX, JKeJaTeIbHO HE BBOJIUTH MAPOJHM JOCTyMa, JIOTUHBI M KaKHE-TO
HOMeEpa,;

2. Vcnionp3yi n 0OHOBIISI aHTUBHPYCHBIE POTPaMMbl U OpanaMayep. TeM cambiM
Thl 00€30MacuiIb ce0sl OT 3aKaYKU BUpPYyca Ha TBOE YCTPOMCTBO;

3. Ilpu ucnonwszoBanuu Wi-Fi otkimtoun gyskiuio "OOumit qoctyn k (daitnam u
npunrepam". JlaHHas (QyHKUMS 3aKpbITa 1O YMOJYAHUIO, OJIHAKO HEKOTOpPbIE
M0JIb30BATENIN AKTUBUPYIOT €€ JIJIsl y100CTBa UCIIOJIb30BaHUs B paboTe win yueoe;

4. He ucnone3yii nyonuunsiii WI-FI nns nepenaun JTUYHBIX TaHHBIX, HAIIPUMED
JUISL BBIXOJ1a B COLMAJIBHBIE CETU WIIN B JIEKTPOHHYIO MTOYTY;

5. Ucnonb3yl TosbkO 3ammiieHHoe coeaqunenue uepes HTTPS, a ne HTTP, T.e.
npu Habope BeO-ajipeca BBOAM UMEHHO "https://";

6. B wmoOunbHOM Tenedone otkiaroun ¢yHknutoo "TloakmoueHune k  Wi-Fi
aproMarnuecku'. He momyckail aBTOMAaTHMYE€CKOTO MOJKIFOYEHUSI YCTPOMCTBA K
cersim Wi-Fi 6e3 TBoero cormnacusi.

ConmaipHEIE CETH

CounasibHble CETH AKTUBHO BXOJAT B HAIlly *W3Hb, MHOTHE JIIOAU PabOTalOT U
JKUBYT TaM MOCTOSIHHO, a B Facebook yxxe 3apeructpupoBaH MuUIAap/]] Y€IOBEK,
qTO SIBJISICTCSI OMHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE ITOJIb30BaTEIN HE
MOHUMAIOT, YTO MH(OpMalMs, pa3MelleHHas UMU B COIIMAIBHBIX CETAX, MOXKET
OBbITh HaliJlcHa W HCIOJb30BaHA KEM YTOJIHO, B TOM YHCJIE€ HE 00s3aTEIbHO C
0JIaruMU HaMEPEHUSIMU.

OCHOBHBIE COBETHI IO OE30MACHOCTH B COIMAIBHBIX CETAX:

1. Orpannyb cnucok Apy3ei. Y TeOs B APY3bsSiX HE JIOJKHO OBITh CIy4aWHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3amminail cBOK 4acTHY ku3Hb. He ykaswiBall maposu, TesnedoHbl, aapeca,
JaTy TBOETO POXICHUS U JPYTyl JUYHYH0 HH(OpManuio. 3I0yMBIILICHHUKA



MOTYT HCIIOJIb30BaTh Ja)ke€ HHQOpPMALMI0 O TOM, Kak Thl MU TBOM POAMUTEIU
IJJAHUPYETE IPOBECTU KAaHUKYJIBI;

3. 3amumiail cBOKO pemyTaluio - JAEpKH €€ B YUCTOTE W 3amaBaii cebe BOmpoc:
XOTea Obl Thl, YTOOBI JpPyrHe MOJIb30BATENNM BHUJEIH, YTO Thl 3arpykaeuib?
[Tomymaii, mpesx/ie 9eM 4TOo-TO OIMyOJIMKOBATh, HAIMCATh U 3arPy3UTh;

4. Ecnu Tl TOBOPHILB C JIOAbMH, KOTOPBIX HE 3HAEUlb, HE HCIOJIb3YH CBOE
peanbHOE UM U IPYTYIO JUYHYIO MH(OPMAIMU: UM, MECTO JKUTEIbCTBA, MECTO
y4eOBbl U poyee;

5. Uzberaii pasmemienust ¢ororpaduii B MHTEepHETE, Tlie Thl HM300paKeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OTPECITUTHh TBOS MECTOTIOJIOKECHHE;

6. HpH perucTpannu B COHH&J’IBHOﬁ CCTHU HGO6XOI[I/IMO HCIIOJIBb30BATh CJIOXKHBIC
mapoJjik, COCTOAIINC U3 6y1(B )41 HH(i)p N C KOJINYCCTBOM 3HAKOB HC MCHCC 8;

7. Jlng couuanbHOM CeTH, MOYTHI U JIPYTHX CAaUTOB HEOOXOAMMO HCIOJIH30BATh
pazHbie mapos. Torma ecid TeOS B3JIOMAIOT, TO 3JIOYMBIIUICHHUKHA IOJTy4at
JIOCTYT TOJIBKO K OJJTHOMY MECTY, & HE BO BCE Cpa3y.

9H€KTpOHHBIG JCHBI'

ONEeKTpOHHbIE JEHBIM - OTO OYEHb YAOOHBIM CHOCOO IUIaTeXed, OIHAKO
CYIIECTBYIOT MOIIIEHHUKH, KOTOPBIE XOTAT MOTYYUTh 3TU JCHBTH.

3J’I€KTpOHHBI€ ACHBI'M IIOABUJINCH COBCEM HCOAABHO WM HMCHHO H3-3a 3TOI'O BO
MHOTHUX IoCyaapCTBax A0 CUX IMOP HC ITPOIIHCAHO IIPO HUX B 3aKOHAX.

B Poccum xe oHM (DYHKIIMOHHUPYIOT M O HHX YK€ MPOIKUCAHO B 3aKOHE, IJIe UX
pa3IeNsaioT Ha HeCKOJIBKO BUJIOB - aHOHUMHBIC W HE aHOHHWMHBIC. PazHuia B ToMm,
YTO aHOHHMMHBIC - 3TO T€, B KOTOPBHIX pa3pemracTcss MPOBOAHUTHL oOmeparuu 0e3
WJIeHTH(PUKAIINY [T0JIB30BaTENs, a B HCQHOHUMHBIX MJSHTU(PUKAIUS OJIb30BaTEIs
SIBJISIETCS 00s3aTEIIHLHOM.

Taxke cienyer  pas3nuyarb — JJEKTPOHHbIE — (UaTHbIE  JAEHBIM  (paBHbI
rOCyJapCTBEHHBIM BAJIIOTaM) M DJICKTPOHHBIE He(dUaTHBIE JACHBIM (HE PaBHBI
rOCy/1lapCTBEHHBIM BaIIOTaM).

OCHOBHBIE COBETHI IO 0€30MACHOIN padOTe C AIEKTPOHHBIMU JE€HbIAMU:

1. IlpuBsxku K cuery MOOWIBHBIA TenePoH. DTO camblii yIOOHBIA M OBICTPHIN
Croco0 BOCCTaHOBUTH JOCTYN K cuery. lIpuBsizanHbii TenedOH MOMONKET, €CIH
3a0y/enib CBOM TIJIATSKHBIA Tapoibh WM 3aijiellb Ha CalT C HE3HAKOMOTO
YCTPOUCTBA;

2. Hcnone3yit opHopa3zoBbie mnaposu. Ilocne mnepexoga Ha yCHUIICHHYIO
aBTOpM3aIMio Tebe yxke He OyneT yrposkaTh OMACHOCTh KPakKH WJIM TepexBaTa
IJIATEKHOTO MapoJIs;

3. BeiOGepu cnoxHbIi maposs. [IpectynHukaMm OyieT He MPOCTO yrajaTh CIOXKHBIN
napoJsib. HazesxxHple maposu - 3To Mapoyiv, KOTOPBIE COAEPKAT HE MEHEE 8 3HAKOB



¥ BKJIIOYAIOT B CE0Sl CTPOYHBIC M MPOMHCHBIE OYKBBI, HMU(MPHI M HECKOJIBKO
CHMBOJIOB, TaKH€ KaK 3HAaK Joiuiapa, (QyHTa, BOCKIHMIATENFHBIA 3HAK U T.IL
Hampuwmep, $tROng!;;

4. He BBOAM CBOM JIMYHBIC JAHHBIC HA CaliTaX, KOTOPBIM HE JIOBEPSCIIIb.
DNeKTpOHHAs MoYTa

DONeKTpoHHAsT MOYTa - ATO TEXHOJOTUS M MPEAOCTaBIsIEMbIE €10 YCIYTH IO
MEPECHUIKE U MOJTYUYEHUIO AJIEKTPOHHBIX COOOIIECHUH, KOTOPhIE paclpeielaioTcs B
KOMITBIOTEpHON ceTH. OOBIYHO SJIEKTPOHHBIA TOYTOBBIM SIIUK  BBITJISAIUAT
CJIeIyIoIUM 00pa3oM: UMsI_TOb30BaTesi(@umMs_JtiomeHa. Takxe Kpome nepenadu
IPOCTOTO TEKCTa, IMEETCS BOZMOKHOCTh MepeaBaTh (ailiibl.

OCHOBHBIE COBETHI IO 0€30MaCHOM padOTe C AIEKTPOHHOU MOYTOM:

1. Hago BeIOpaTh MpaBHIIBHBIN MMOYTOBBIA CEpBHUC. B MHTEpHETE €CTh OrpOMHBIN
BBIOOp OECIUIaTHBIX IOYTOBBIX CEPBUCOB, OJIHAKO JIy4llle JIOBEPSATH TEM, KOTO
3HAEIIb U KTO NEPBBIN B PEUTHHIE;

2. He yka3piBaii B JMYHOW MouTe JU4Hyl0 HHGbopmarmio. Hampumep, myurie
BBIOpATh "My3bIKaIbHBIN (panaT@" umu "pok2013" BmecTo "Temal3";

3. Hcnonb3yl ABYX3TAlHYK) ABTOPU3ALUI0. JTO KOTrAa MOMUMO MapoJisi HYXKHO
BBOJUTH KOJ, MPUChUIAEMbI 10 SMS;

4. BriOepu ClIOKHBIN MTaposib. JJisi KaKI0ro MOYTOBOTO SIIIMKA JIOJKEH ObITh CBOM
HAJIC)KHBIN, YCTOWYHBBIN K B3JIOMY I1apOJIb;

5. Eciim ecTh BO3MOXXHOCTh HAIlMCaTh CaMOMY CBOM JIMYHBIM BOIPOC, UCIOJIb3YH
3Ty BO3MOXHOCTb;

6. Mcnosb3yil HECKOJIBKO MOYTOBBIX SIIMKOB. [1epBbIi 711 4aCTHOM NEPENUCKH C
aapecaTaMy, KOTOPBIM Tbl JOBEpSACHIb. OJTO JJIEKTPOHHBIM aapec HE Haao
UCITOJI30BaTh IPHU PErUCTpallii Ha (hOpyMax u cailTax;

7. He oTkpbIBaii (haiiiabl U APyTrUe BIOKEHUS B MUChMaX, JaKe €CJIM OHU MPUIILIH
OT TBOMX Jipy3ei. Jlydille yTOUHM Yy HUX, OTHPABJISIIN JIM OHU TeOe 3TU (ailiibl;

8. [Tocie okoH4YaHUsT PaOOTHI HA TTOYTOBOM CEPBHUCE IEepe]] 3aKPHITHEM BKIIAJIKHU C
caiiToM He 3a0y1b Ha)KaTh Ha "BeriT".

KubepOyuiHT Wiiu BUPTYalibHOE U3/1€BATEIbCTBO

KubepOymmHr - mpeciieoBaHUE COOOIICHUSMH, COJEPKAIIUMH OCKOPOJICHUS,
arpeccuro, 3aryruBaHue; XyJIUraHCTBO; COIMAIbHOE OOMKOTUPOBAHKE C TIOMOIIIBIO
pPa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI IO 0OpHOE ¢ KNOEPOYIITMHIOM:

1. He Opocaiics B 00ii. Jlyumuit cioco6: mocoBeTOBaTHCS Kak ce0s BECTU U, €CITN
HET TOT0, K KOMY MOXXHO OOPaTHThCS, TO BHAYaJIe YCIIOKOUTRLCS. ECIIM ThI HAUHEIIIb



OTBEYATh OCKOPOJEHUAMHU HA OCKOPOJIEHHUS, TO TOJBKO eIle OOJbIIE Pa30XiKelllb
KOH(JIUKT;

2. Ynpagisii cBoel KubeppemyTaimei;

3. AHOHUMHOCTD B ceTd MHUMas. CyIecTBYIOT CIIOCOOBI BBISICHUTD, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He crour BecTH XyJduraHCKui oOpa3 BHpPTyaJdbHOM JKH3HM. HHTepHeT
buKcupyeT Bce TBOM JIEUCTBHS W COXpaHSIET UX. YJIUTh UX OyJeT KpaiiHe
3aTPYAHUTEIIBHO;

5. ColGmronait CBOIO BUPTYJbHYIO YECTh CMOJIOAY;

6. Urnopupyit equunyHblid HeratuB. OIHOPa30Bble OCKOPOUTEIBHBIE COOOIIECHUS
JydIiie UiTHOpupoBaTh. OOBIYHO arpeccus MpeKpaiaeTcs Ha HadaabHOW CTaIuu;

7. ban arpeccopa. B IIporpamMmax oOMeHa MTHOBEHHBIMU COO6IH€HI/IHMI/I, B
COIIMaJIBHBIX CCTAX €CTbh BO3MOXXHOCTD 6JIOKI/IpOBKI/I OTIIPpaBKH COO6HICHHI>1 C
OIIPCACIICHHBIX aIPpCCOB;

8. Ecimu Thl cBuperenb kuOepOyimuHra. TBoW JEHCTBUS: BBICTYIUTH IHPOTHUB
npeciieoBaTeNsl, MoKa3aTb €My, YTO €ro JACHCTBUS OLEHUBAIOTCS HEraTUBHO,
NOJAJIEpXKaTh KEPTBY, KOTOPOM HY)KHA IICUXOJOTMYECKas MOMOIIb, COOOLIUTH
B3pPOCJIBIM O (paKT€ arpeCCUBHOTO MTOBEACHUS B CETH.

Moo6unbHbIl TenehoH

CoBpemeHnHble cMapThOHBI U IUIAHIIETHI COJepkaT B ceOe BIIOJHE B3POCIbIH
(GyHKIIMOHAT, W Telmepb OHU MOTYT KOHKYpPUPOBAaTh CO CTalldOHAPHBIMU
KoMmmbioTepamMu. OJTHAKO, CPEJICTB 3aIUThI IS IMOJJOOHBIX YCTPOMCTB MOKa OYEHb
Maio. TecTMpoBaHME W TMOMCK YSI3BUMOCTEM B HHUX NPOUCXOJIUT HE Tak
WHTEeHCUBHO, Kak 1 [1K, To ke camoe kacaeTcss 1 MOOMIIBHBIX NMPUITOKCHUT.

CoBpeMeHHbIE MOOWIBHBIC Opay3ephl YK€ MPaKTUYECKH JOTHAIM HACTOJIbHBIE
aHaJoTHU, OJHAKO paclIMpeHHe (QYHKIMOHAJIAa BJIEYET 3a COOOM OOJNBIIYIO
CJIO)KHOCTH Y MEHBIIIYIO 3aIIUIIEHHOCTb.

I[aJ'ICKO HC BCC TIIPOU3ZBOAUTCIIN BBIITYCKAIOT O6HOBJ’ICHI/IH, 3aKpPbIBAOIIUEC
KPUTHUYICCKUC YA3BUMOCTHU AJIsI CBOUX yCTpOfICTB.

OCHOBHBIE COBETHI JJIs1 0€30MaCHOCTH MOOMJILHOTO TenedoHa:

Huuero He siBisieTcst mo-HacTosiuieMy OecriaTHbIM. Byaib ocToposkeH, BeAb Koraa
Tebe mpeuiaraloT OECIUIATHBIA KOHTEHT, B HEM MOTYT OBITb CKPBIThI KaKHE-TO
IIJIATHBIE YCIIYTH;

Hywmaii, mpexxae uem otnpaButh SMS, ¢hoTo wim Buaeo. Thl TOUHO 3HACIHIb, TIIE
OHM OYJyT B KOHEUHOM UTOTE?

Heo0xoaumo 0OHOBIISATH ONEPALMOHHYIO CUCTEMY TBOETO CMapThOHa;

Hcnonb3yil aHTUBUPYCHBIE POrPaMMBbl 11 MOOMIIBHBIX TEJIE(POHOB;



He 3arpyxail TpuiIoKeHUS OT HEM3BECTHOTO WCTOYHHMKA, BEAb OHU MOTYT
COZIepKAaTh BPEIOHOCHOE MPOTPAMMHOE 00ECTICUCHHE;

[Tocrne TOro Kak ThI BBIMICIIH C CAaiTa, T/Ie BBOIMII JHUHYIO HHPOPMAIUIO, 32l B
HacTpoiiku Opay3epa 1 yjaaim cookies;

[Teproarueckn TpOBEpsii, KaKWe IUTATHBIC YCIYyTd aKTUBUPOBAaHbI HA TBOEM
HOMEPE;

I[aBaﬁ CBOM HOMCD MOOMIJILHOT'O Tene<1)0Ha TOJIBKO JIFOJAM, KOTOPBIX ThI 3HACHIb U
KOMY HOBCPACIID,

Bluetooth momkeH ObITH BBIKIIOUEH, KOTAa Thl UM HE ToJb3yelibes. He 3abbiBait
WHOTI' 1A POBEPATH 3TO.

Online urpsi

COBpeMeHHI)IG OHJI&fIH-HI‘pBI - 9TO KpPaCOYHBIC, 3aXBATbIBAIOIIHNC PA3BJICUCHUA,
06T>€I[HHHIOHII/I€ COTHH TbICAY YCJIOBCK IIO BCCMY MHDPY. HI‘pOKI/I HUCCICAYIOT
,Z[aHHBIP'I UM MHD, O6HlaIOTC}I APy € APYTI'OM, BBIIIOJHAIOT 3adaHHA, CPAXKAIOTCA C
MOHCTpaMH W IIOJIYYArOT OIIBIT. 3a YAOBOJIbCTBUC OHH IIIIATAT: IIOKYIIAOT JHCK,
OIIJIAYMBAIOT A0OHEMEHT WJIN HpI/IO6p€TaI-OT KaKHUC-TO OIIIIHH.

Bce 3T cpenctBa uAyT Ha MOJJAEpPKAHWE U PA3BUTHUE WUIPBI, a TAKXKE HA CaMmy
0€30MacHOCTh: COBEPIICHCTBYIOTCSI CUCTEMbBI aBTOPU3ALIMH, BBITYCKAIOTCS HOBBIE
naTuu (IUQPpPOBbIE 3aIIaTKU AJI IPOrpaMM), 3aKpbIBAIOTCSI YSI3BUMOCTH CEPBEPOB.

B mogoOHbIX Urpax CTOUT OmacaTbCsi HE CTOJBKO CBOUX COINEPHUKOB, CKOJIBKO
KpaXXy TBOETO MapoJisi, Ha KOTOPOM OCHOBAaHa CUCTEMa aBTOPU3AIMU OOJIbIIMHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOET'O HUI'POBOI'0 aKKAYHTA:

1. Ecau npyroifi urpok BefeT ceOs MIOXO0 WM Co3JaeT Tebe HEMpPUSTHOCTH,
3a0JIOKMPYH €ro B CIIUCKE UTPOKOB,;

2. Iloxanyiicsi aJIMHUHUCTPATOpaM HWIPhl HA IUIOXO€ MOBEJIECHHE ATOTO HIPOKa,
YKeJaTeIbHO MPUJIOKUTh KaKHe-TO JI0Ka3aTesIbCTBA B BUJIE CKPUHOB;

3. He yxa3biBaiil muuHyo uHbopMaIuio B mpodaiisie urpsr;
4. YBaxail Ipyrux y4aCTHUKOB IO UIPE;

5. He ycranaBnuBaii HeopuiinaabHbIe ITaTYH U MOJIBI,

6. Mcrionb3yil Cl10KHBIE U Pa3HbIE TAPOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJII0YATh aHTUBHPYC. [1oka Tl urpaems, TBOM
KOMITBIOTEpP MOTYT 3apa3uTh.

DUIIUHT WK Kpaxa JIMYHBIX JaHHBIX



OOBIYHON Kpaxked JIeHEeT W JOKYMEHTOB CETOJHS YK€ HUKOrOo HE YAWBHIIb, HO C
Pa3BUTHEM UHTEPHET-TEXHOJIOTUN 37T0YMBIIIJIEHHUKU MEPEMECTUIUCH B UHTEPHET,
Y TIPOJIOJDKAIOT 3aHUMAThCS "' MIOOUMBIM" TeTTOM.

Tak mosiBUIach HOBasl yrpo3a: MHTEPHET-MOIICHHHYECTBA WM (DUIIHHT, TJIaBHAS
IeMb  KOTOPOTO  COCTOMT B  TOJYyYEHHWH  KOH(MHUICHIMAIBHBIX  JTaHHBIX
M0JIb30BaTENCH - JIOTUHOB U mapodieil. Ha anrmuiickom si3pike phishing uuTaercs
kak ummmHr (0T fishing - peiOHas 0B, password - mapoJsb).

OCHOBHBIE COBETHI 110 00pHOE C PUIIUHTOM:

1. Cnenu 3a cBouM akkayHTOM. Ecnu Thl 1momo3peBaelib, YTO TBOSI aHKeTa Oblia
B3JIOMaHa, TO HEOOXOIMMO 3a0JOKHUpPOBAaTh €€ U COOOIIUTH aIMUHHUCTpATOpam
pecypca 00 3TOM Kak MOXHO CKOpee;

2. HCHOJII)BYﬁ Oe3o0macHbIe Be6-CaﬁTBI, B TOM YHCJIC, MHTCPHCT-MAI'd3MHOB H
ITIOUCKOBBIX CUCTCM,

3. Ucnionw3y# ClIOXKHBIE U pa3Hble Mapoiau. TakuM oOpa3oM, eciiu Te0si B3JIOMAIOT,
TO 3JIOYMBIIIJICHHUKHU MOJIy4YaT JOCTYH TOJBKO K OJHOMY TBOEMY HNpO(HUIIIO B CETH,
a He KO BCEM;

4. Ecnu T1e0s B370Malii, TO HEOOXOAUMO TPEAYyNPEeIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIEC J100aBJIEHbI y T€OS B APY3bsiX, O TOM, YTO T€Os B3JIOMaIU U, BOZMOXKHO,
OT TBOETO UMEHM OYJIET PacChUIAThCS CIlaM U CChUIKHM Ha (PUILIMHTOBBIE CANTHI;

5. YcranoBu HaaexHbii napoib (PIN) Ha MOOMIBHBIN TenedoH;
6. OTKIIIOYM COXpaHEHUE NapoJisi B Opaysepe;

7. He oTkpbIBaii (haiiiabl U ApyTrUe BIOKEHUS B MUChMaX, JaKe €CJIM OHU MPUIILIH
OT TBOUWX Jipy3ei. Jlydie yTouHu y HUX, OTTIPABIISIIN JIM OHU TeOe 9TH (Haiisibl.

[udposas penyrarus

[Mudposast pernyrauus - 3T0 HETaTUBHAs WM NMO3UTHBHAs MHGOpPMAIUs B CETH O
tebe. Kommpomerupytomias uHdopmanus, pa3MelieHHas B HHTEPHETE, MOXKET
CepbEe3HbIM 00pa30M OTpPa3UThC Ha TBOEH peanbHOM xu3HU. "Lludposas
penytanus" - 3T0 TBOM UMUK, KOTOPBIM (hopmupyercsa u3 uHpopmaiuu o tede B
UHTEpHETE.

TBOe MeCTO KHUTENbCTBA, y4eObl, TBOE (PUHAHCOBOE IOJOKEHHUE, OCOOEHHOCTHU
XapakTepa U pacckasbl 0 OJU3KUX - BCE 3TO HAKAIUIUBAETCS B CETH.

MHorue mOAPOCTKM JIETKOMBICIIEHHO OTHOCSATCA K NyOJIMKalMM —JTUYHON
uHpopmanuu B MHTEepHeTE, HE MOHKUMAsT BO3MOXHBIX MOcHeACTBUU. Thl naxke He
CMOXeEITb J0TagaThcsi 0 ToM, 4yTo doTorpadus, pa3MellleHHas 5 JIeT Ha3aj, cTaja
MPUYUHON OTKAa3a MPUHATH T€Os HA padoTy.

KommenTapuu, pasmeiienue TBoux ¢oTorpaduil U Apyrue ACUCTBUS MOTYT HE
MCYE3HYTh AK€ MOCIE TOr0, KaK Thl MX YJIaJWIIb. Thl HE 3HACUIb, KTO COXPAHUII
3Ty MH(OpMaIHIO, IToNaia I OHAa B IOMCKOBBIE CUCTEMBI M COXPAHMUJIACh JIU OHA, a



IJIaBHOE: YTO TMOAYMAIOT O Tebe OKPY)KAIOIIUe JIIOU, KOTOPbIe HANIYT U YBUIAAT
310. Haiitn undopmaiuo MHOTO JIeT CIyCTS CMOXET JII00O0H - Kak M3 J0OpbIX
noOyXJIeHUI, TaKk U C HAMEpPEHUEM IMPHUYUHUTH BpPEl. DTO MOXKET OBbITh KTO
YTOJTHO.

OCHOBHBIE COBETHI 10 3allIUTE HU(PPOBOI peryTaluu:

1. [Togymaii, mpex e ueM 4To-TO MyOJIMKOBATh U MepeaaBaTh y ce0s B OJore uim B
COIIMAJIbHOM CETH;

2. B Hactpoiikax npodusis yCTaHOBU OTpaHUYEHUs] Ha IPOCMOTP TBOETO MpOoduIs
1 €T0 COAEPKUMOTr0, CAeIal ero ToJIbKO "1is apy3eit”;

3. He pasmemaii u He yka3biBail MH(OpPMAIMIO, KOTOpash MOXET KOro-audo
OCKOPOJIATH UJIH OOMXKATh.

ABTOpCKOE IIPaBO

CoBpeMEHHBIC IIKOJILHUKHU - aKTHBHBIC ITOJIH30BATEIN IIU(POBOrO IMPOCTPAHCTBA.
OnHako Jajleko HE BCE 3HAIOT, 4YTO II0JIb30BAaHHE MHOTMMH BO3MOXKHOCTSMH
mudpoBoro Mupa TpeOyeT COOMIOJCHUS TIpaB Ha  HMHTEILICKTYaJIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIIEKTyalIbHAsI COOCTBEHHOCTB" OTHOCUTCS K Pa3JMYHBIM TBOPEHUSIM
YEJIOBEUYECKOr0 yMa, HauMHasi ¢ HOBBIX M300PETEHH M 3HAKOB, 0003HAYAOLIUX
COOCTBEHHOCTh Ha MPOAYKTHI U YCIYTH, U 3aKaHYMBasi KHUramMu, Gororpadpusimu,
KUHO(QUIbMAaMH U MY3bIKaJIbHBIMU MPOU3BEICHUSIMH.

ABTOpCKME TMpaBa - O3TO I[paBa Ha HWHTEJUIEKTyaJbHYIO COOCTBEHHOCTh Ha
MIPOM3BEICHUSI HAYKHU, JINTEPATYypPbl U UCKYCCTBA. ABTOPCKHE MPaBa BHICTYNAIOT B
KaueCTBE TapaHTHUU TOTO, YTO HHTEJJIEKTYaJbHBIA/TBOPUECKUN TPYyJ aBTOpa HE
OyJIeT HampacHbIM, JacT €My CHpaBeJIMBbIE BO3MOXXHOCTH 3apadoTaTh Ha
pe3yabTarax CBOEro TpyHa, MOJIYYWUTh W3BECTHOCTh M Tpu3HaHue. Hukto 06e3
paspelieHusi aBTOpa HE  MOXKET  BOCHPOU3BOJWTH €ro  IPOU3BEICHHE,
pacnpocTpaHsiTh, MyOJIUYHO JEMOHCTPUPOBATH, MPOJABATh, WMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HUCIOJIHATH, MMOKA3bIBATH/UCIIONHATL B dUpe WU
pasMmewars B IHTEpHETE.

Hcnonb3oBanue "MUPATCKOTrO" MPOrpaMMHOTO OOECIEUEHMs] MOXKET MPUBECTH K
MHOTUM pUCKaM: OT MOTEPHU JAHHBIX K TBOMM aKKayHTaM JI0 OJIOKUPOBKU TBOETO
YCTPOMCTBA, TJI€ YCTAaHOBJIEHA HeJierajdbHasi mporpamma. He crouT Takke
3a0bIBaTh, YTO CYIIECTBYIOT JeTajbHble M OECIIaTHbIE MPOTPaMMBbI, KOTOPHIE
MOYKHO HAUTH B CETH.

O noprane

CereBU4OK.p( - TBOW TJIaBHBIM COBETYHK B CETH. 3/1€Ch Thl MOXKEIIh y3HATh O
0€30MacHOCTH B CETH TMOHSATHBIM M JIOCTYITHBIM SI3BIKOM, a TIPH BO3HUKHOBEHHUH
KPUTUYECKON CHUTyaIllud OOPATHTHCS 3a COBETOM. A TaKXe MPUHATH y4acTHE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !



ITAMATKA JJISA OBYYAIOIIUXCA
OB MTH®OPMAIIMOHHOM BE3OIMACHOCTH JETEN
HEJIb34

1. Bcem mompsiig cooOmaTh CBOIO YacTHYIO HHQPOpMAIUiO (HACTOSAILIUE HUMS,
dbammmmio, TenedoH, aapec, HOMEp IIKOJIBI, a Takxke (ororpaduu CBOH, CBOCH
CEMBH | JIpy3eil);

2. OTKpbIBaTh BJIOKEHHBIE (DAMIIBI 3JIEKTPOHHOM NOYTHI, KOIJa HE 3HAaelIlb
OTIPABUTEIIS;

3. FPY6I/ITI), npuanupaTbCia, OKa3bIBATb MHABJIICHHUC - BCCTU ce0s1 HEBEKIMBO H
arpeCCUBHO,;

4. He pacnopsoxaiicss JeHbraMu TBOEH ceMbU 0€3 pa3pelleHus CTapuIMX - BCErjaa
CITpallINBal POAUTEIIEH;

5. He Bcrpeuatics ¢ IHTepHET-3HAKOMBIMH B PEAJIBHOM KU3HHU - ITOCOBETYMCS CO
B3POCIIBIM, KOTOPOMY JTOBEPSCIIIb.

OCTOPOXHO

1. He Bce numyT npaBay. Yuraeus o cedbe Henpasay B MHTepHeTe - coobum 00
TOM CBOHMM POJUTENSIM WU OTIEKyHaM;

2. HpHFJIaIHaI-OT IICPCIIUCBIBATHCA, HI'PATh, OOMEHUBAThCA - IIPpOBCPb, HCT JIHU
IIoaBoxa,

3. HezakonHoe konupoBanue (aitsioB B UHTEpHETE - BOPOBCTBO;
4. Beerna paccka3biBail B3pOCIbIM O MpodJieMax B CETH - OHM BCEr/ia MOMOTYT;

5. Ucnonb3yit HacTpoMKu O€30MaCHOCTH M MPUBATHOCTHU, YTOOBI HE TOTEPATH CBOU
AKKAYHTBI B COLICETIX U APYTUX MMOPTAJIAX.

MOXHO

1. YBaxaii qpyrux noJib30BaTeleu;

2. [Tonw3yembest UHTEpHET-UCTOYHUKOM - JieNIaid CChIIKY Ha HETO;
3. OTKpbIBaii TOJIBKO T€ CCHUIKU, B KOTOPBIX YBEPEH;

4. OOmarbest 32 MOMOIIBIO B3POCHBIM - POJMUTENH, OMEKYHbl U aJIMUHHUCTpALUS
CalTOB BCET1a [IOMOTYT;

5. Tlpotinu oOyuenue Ha caifte "CeTeBUUOK" W TOJYy4M TACHOPT IU(GPOBOTO
rpaxkianuHal



